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PROTECTION
Legislation and legal definition
What legislation governs the protection of trade secrets in your jurisdiction? How is a ‘trade 
secret’ legally defined? 

In Sweden, the protection of trade secrets is presently governed by the Trade Secrets Act 2018. The Act, which
implements provisions of the EU Trade Secrets Directive (2016/943), entered into force on 1 July 2018 and repealed
the Protection of Trade Secrets Act 1990.

Section 2 of the Trade Secrets Act 2018 provides a comprehensive definition of ‘trade secret’. A trade secret refers to
information:

that concerns the business or operating conditions in a trader’s business or a research institution’s activities;
that, either as a whole or in the specific arrangement of its components, is not generally known or readily
available to individuals who normally have access to information of the relevant kind;
that the holder has taken reasonable steps to keep secret; and
whose divulgation would be likely to cause competitive damages to the holder.

Law stated - 30 November 2021

Ownership
How is ownership of a trade secret established?

The Trade Secrets Act 2018 does not explicitly regulate this issue. Generally speaking, the Trade Secrets Act does
entail protection for an exclusive right similar to IPR. The Act refers to a trade secret holder. The question of the correct
holder of a trade secret is to be determined under general principles of civil law. In terms of trade secrets generated by
employees from both the preparatory works of the Trade Secrets Act and also from case law, it is evident that such are
generally considered to be held by the employer. 

Law stated - 30 November 2021

Secrecy
What criteria are used to establish the state of secrecy of a trade secret before misappropriation 
or disclosure? 

The state of secrecy and the reasonable steps to have been taken to ensure this vary depending on, inter alia, the type
of information, the nature of the relationship with the circle entrusted with the same (ie, in long-established commercial
relationships, the threshold would typically not be not as high as in the case of a newly established commercial
relationship) and similar factors. It should be noted that absolute secrecy is not required for information to be deemed
a trade secret. The preparatory works of the Trade Secrets Act mention the phrase ‘closed and defined circle’ in terms
of those granted access to the information. However, there is no specific limit, and it again varies depending on the
circumstances at hand.

Law stated - 30 November 2021
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Commercial value
How is the commercial value of a trade secret established?

One of the requirements for a trade secret to be at hand is that its divulgation causes competitive harm for the holder.
However, there is no requirement that actual competitive harm can be shown in the specific case. It is sufficient that
such competitive harm can reasonably be assumed to arise from such divulgation (this is, for instance, of particular
relevance when trade secrets of a research institution would be divulged where no otherwise no actual competitive
harm could be shown).

Law stated - 30 November 2021

Protective measures
What criteria are used to determine whether the rights holder has adopted reasonable protective 
measures to prevent disclosure and misappropriation of trade secrets? 

The holder of the information must take reasonable steps to maintain secrecy. Whether the holder has adopted
reasonable protective measures to prevent disclosure and misappropriation of trade secrets will depend on the specific
circumstances of each case. Generally, a degree of activity is required from the holder to maintain the confidential
nature of the information. However, there are no specific standards that need to be observed. There is still not much
Swedish case law on what actions constitute reasonable steps. Nonetheless, establishing confidentiality agreements,
storing the information safely, installing access restrictions to information or introducing monitoring systems, and
making sure that the individuals handling the information know that it is confidential have been recognised as
reasonable protective measures to prevent disclosure and misappropriation of trade secrets.

Law stated - 30 November 2021

Best practices
What best practices and internal policies should rights holders consider to ensure maximum 
protection of their trade secrets?

Ensuring that reasonable measures are taken is the key. The actions necessary to meet this legal threshold can vary
from case to case. However, some generally accepted best practices include:

ensuring that employees (particularly incoming and departing employees) handling the information are aware of
its confidential nature and know how to deal with trade secrets;
including confidentiality clauses in employment agreements (with validity also after the employment has ceased),
consultancy and cooperation agreements and any similar agreement;
implement access restrictions to information on a need-to-know basis so that only the individuals handling the
information directly have knowledge of the trade secrets; and
use encryption technologies, in particular for employees’ mobile devices and home-office equipment.

Law stated - 30 November 2021
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MISAPPROPRIATION
Definition
What constitutes misappropriation of trade secrets?

Under section 3 of the Trade Secrets Act 2018, ‘misappropriation’ is defined as any situation where a person accesses,
appropriates or otherwise acquires the trade secret; uses the trade secret; or discloses the trade secret without the
consent of the holder of the information. An entity will be deemed to have used a trade secret when they produce, sell
or place on the market goods that benefit significantly from a misappropriated trade secret with respect to design,
properties, function, manufacture or marketing.

From section 4 of the Trade Secrets Act, however, it follows that misappropriation is only actionable if it is unjustified
(justified actions could, for instance, be whistle-blowing or legal obligations under other legislation to disclose the
information).

Law stated - 30 November 2021

Exclusions
Are any activities explicitly excluded from the scope of trade-secret misappropriation?

Section 2 of the Trade Secrets Act 2018 explicitly excludes from the definition of a trade secret the experience and
skills acquired by an employee during normal professional practice, as well as information relating to crime or other
serious misconduct. Such information in itself can thus never be regarded as a trade secret.

Also, according to section 4 of the Trade Secrets Act, it follows that certain actions can be deemed as justified and
thus not constitute misappropriation. This is a broad exception that allows for whistle-blowing and other justified
disclosures.

Law stated - 30 November 2021

Elements of misappropriation
How can the rights holder prove trade-secret misappropriation?

There is no formal discovery period in Swedish litigation. A party seeking to procure evidence can instead seek to rely
on the stipulations in the Swedish Code of Judicial Procedure in Chapter 38 section 2 on the production of documents
whereby the Court could order anyone in possession of written documents of evidentiary value to the case to produce
them under a penalty of a fine. The sought documents have to be identifiable, and the stipulation thus typically cannot
be used in mere ‘fishing expeditions’. Another somewhat related possibility that could be pursued is the possibility to
hold evidentiary hearings with, for instance, key staff to be in a better position to corroborate a later ensuing request for
production of documents. Furthermore, in cases where the trade secret misappropriation also could entail IP
infringement, the possibility of infringement investigations under the applicable IP legislation could also be a viable
option.

Law stated - 30 November 2021

Burden of proof
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How is the burden of proof distributed in trade-secret misappropriation claims?

The burden of proving trade secret misappropriation rests with the claimant.

Law stated - 30 November 2021

Extraterritorial acts
Can acts taking place outside your jurisdiction support a charge of trade-secret misappropriation?

Yes, the Swedish courts have jurisdiction to hear a claim of extraterritorial misappropriation if the defendant is
domiciled in Sweden. Under article 7 of Regulation (EU) No. 1215/2012, the Swedish courts may have jurisdiction even
if the respondent is not domiciled in Sweden, depending on the specific facts of the case.

Law stated - 30 November 2021

ENFORCEMENT PROCEEDINGS
Causes of action
What causes of action are available and commonly asserted against misappropriation and 
unauthorised disclosure of trade secrets in your jurisdiction?

Injunctions, both final and preliminary, under a penalty of a fine are usually the most common and effective sanctions
to address misappropriations of trade secrets. The Trade Secrets Act now also allows for injunctions against imminent
actions, which is a highly effective mechanism to ensure that misappropriation can be addressed at a preparatory
stage.   

Damages claims are also not uncommon, although they naturally entail need for further evidence on the extent of
damages incurred, etc, which can be a costly and more time-consuming exercise in some cases. There are also other
sanctions available such as requesting that the court orders that the trade secret be returned where such is feasible or,
in other cases, orders a recall or destruction of the same.

Law stated - 30 November 2021

Court jurisdiction
What criteria are used to establish the courts’ jurisdiction over trade-secret disputes? Are there 
any specialist courts for the resolution of trade-secret disputes?

Different Swedish courts have jurisdiction in cases concerning the misappropriation under the Trade Secrets Act
depending on the parties involved and the subject matter of the action. The District Court, at the domicile of the
respondent, for instance, has general jurisdiction in cases of misappropriation of trade secrets where the defendant is
not a current or former employee of the claimant. The Labour Court in Stockholm, on the other hand, has exclusive
jurisdiction in cases of misappropriation of trade secrets where the defendant is a current or former employee of the
claimant, and the employer is bound by a collective labour agreement with a trade union that the employer entered into
for itself.

Law stated - 30 November 2021
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Procedural considerations
What is the typical format and timetable of proceedings?

Procedural rules, time frames and alike depend on the form of the litigation as described in the previous question. The
District Court handles the case under the Swedish Code of Judicial Procedure. There is typically an exchange of
pleadings on each side, including the filing of a preliminary evidence statement prior to an oral case management
conference being scheduled. The Court then decides on the further handling of the case and the timeline at which the
preparatory stage is closed (after which further evidence and circumstances typically cannot be invoked). A main oral
hearing thereafter normally follows as oral evidence is commonly invoked by the parties. The time frame for the
proceedings in the District Court naturally depends on the scope of the case at hand as well as the dockets of the court
in question. A time frame of nine to 15 months in the first instance is not uncommon. The District Court’s judgment can
be appealed to the Court of Appeal. Leave to appeal is required and typically granted. The Supreme Court is the final
instance. Again, a leave to appeal is required. However, it is seldom granted in these types of proceedings unless the
circumstances involve a question of important precedence value or similar.

Law stated - 30 November 2021

Limitation periods
What limitation periods apply for trade-secret misappropriation claims?

Section 24 of the Trade Secrets Act contains stipulations on limitation.

Damages claim under the Act may only relate to loss that occurred during the five years immediately preceding the
commencement of the action. The limitation is counted from when the actual loss occurred and not when the trade
secret holder found out about the loss.

A claim for an injunction or other measures under the Act must be commenced within five years of the date on which
the trade secret holder became aware, or should have become aware, of the misappropriation or imminent
misappropriation of the trade secret on which the action is based. When the holder should have become aware of the
misappropriation is decided on the basis of how the trade secret was misappropriated and what control measures the
holder could have taken to realise the misappropriation.

Law stated - 30 November 2021

Secondary liability
To what extent can someone be liable for inducing or contributing to trade-secret 
misappropriation? Can multiple parties be joined as defendants in the same suit?

The Trade Secrets Act and its stipulation on injunctions against imminent misappropriation give some leeway in terms
of directing an injunction request against, for instance, an entity that by inducing another is acting in a manner whereby
misappropriation is imminent. Also, in terms of criminally sanctioned actions, such as company espionage,
contributory responsibility could follow under the stipulations of the Swedish Penal Code. The Trade Secrets Act –
unlike the IP legislations – however, does not contain general stipulations on contributory responsibility. Multiple
parties that have acted in violation of the Act can be pursued separately and the proceedings combined if the general
requirements of the Swedish Code of Judicial Procedure are met.

Law stated - 30 November 2021
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Obtaining and preserving evidence
What mechanisms are available to obtain and preserve evidence from defendants and third 
parties in trade-secret litigation?

There is no formal discovery period in Swedish litigation. A party seeking to procure evidence can instead seek to rely
on the stipulations in the Swedish Code of Judicial Procedure in Chapter 38 section 2 on the production of documents
whereby the Court could order anyone in possession of written documents of evidentiary value to the case to produce
them under a penalty of a fine. The sought documents have to be identifiable, and the stipulation thus typically cannot
be used in mere ‘fishing expeditions’. Another somewhat related possibility that could be pursued is the possibility to
hold evidentiary hearings with, for instance, key staff to be in a better position to corroborate a later ensuing request for
production of documents. Furthermore, in cases where the trade secret misappropriation also could entail IP
infringement, the possibility of infringement investigations under the applicable IP legislation could also be a viable
option.

Law stated - 30 November 2021

Expert evidence
What rules and standards govern the admissibility of expert evidence?

There are very few formalities under Swedish procedural law that apply to admissible evidence. Generally speaking, all
kinds of evidence can be invoked by the parties and will be freely evaluated by the court. Expert witnesses are
commonly invoked by the parties. They typically prepare a written statement and will also need to be heard during the
main oral hearing to allow for cross-examination of their report. The parties are free to invoke any expert they may
choose, and the court assesses the evidentiary value of their statement depending on their credentials and similar.
Generally speaking, expert witnesses should be independent of the party invoking them as the evidentiary value of their
statement will be significantly reduced if they, for instance, are permanently employed by the invoking party.

Law stated - 30 November 2021

Confidentiality during litigation
What measures may the court and litigants take to protect trade secrets during litigation?

Documents and pleadings invoked in Swedish court litigations are typically publicly available and subject to third-party
inspection requests. However, information deemed as trade secrets and otherwise confidential can be requested to be
treated with secrecy by the court so that third-party file inspection and similar is not possible. Also, hearings can be
kept within closed doors in cases where confidential information is to be divulged. The Trade Secrets Act also contains
stipulations whereby parties, their counsel and potential experts that receive trade secrets during the course of court
proceedings and divulge them or make use of the same outside the proceedings can be held liable for such actions.

Law stated - 30 November 2021

Defences
What defences are available and commonly asserted against trade-secret misappropriation 
claims?
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There are several defences against allegations of trade secret misappropriation, such as lack of protection under the
Act claiming that the information in question does not qualify as a trade secret, the absence of misappropriation,
consent, that misappropriation was justified. If damages are requested, it could also be objected that requirements of
intent or negligence are not met.

Law stated - 30 November 2021

Appeal
What avenues of appeal are available following an adverse decision in a civil suit? Is new 
evidence allowed at the appeal stage?

New evidence is typically not allowed in higher courts. However, if exceptional circumstances or other justified causes
for such late invoking of evidence is at hand, it could be allowed by the court. 

Law stated - 30 November 2021

Costs
What is the typical cost range of a trade-secret misappropriation suit? Can a successful litigant 
recover costs and attorneys’ fees? 

Yes, under the Swedish Code of Judicial Procedure, a winning party is entitled to recoup its litigation costs therein,
including inter alia attorneys’ fees, expert witness costs and costs of work of the representative of the party. Litigation
costs vary significantly depending on the case at hand, and the amount of evidence invoked. Generally speaking,
litigations including damages claims are more time-consuming and costly. A typical trade secret misappropriation
action in the first instance that involves also request for damages could be in the range of €150 to 300,000.

Law stated - 30 November 2021

Litigation funding
What litigation funding options are available?

Litigation funding has been relatively unknown on the Swedish market. However, in recent years such entities focusing
on providing third-party funding have begun operations also in Sweden. Attorneys-at-law are, generally, barred under the
ethical rules of the Swedish Bar Association for engaging in contingency fee arrangements.  

Law stated - 30 November 2021

Alternative dispute resolution
What alternative dispute resolution (ADR) methods are available to resolve trade-secret disputes?

Arbitration and similar is a possibility in trade secrets disputes if there is an applicable arbitration clause in place
between the parties at hand.

Law stated - 30 November 2021
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Enforcement risks
To what extent may enforcement of trade-secret rights expose the rights holder to liabilities such 
as unfair competition?

There is not much Swedish case law on this subject matter, and it would be highly contingent on the particulars of a
specific case. In the field of IPR and patent cases, there have been a couple of matters in the lower court relating to
enforcement of standard essential patents and competition law aspects.

Law stated - 30 November 2021

REMEDIES
Injunctions
Under what circumstances can a rights holder obtain a preliminary or final injunction in a civil suit 
for trade-secret misappropriation?

A preliminary injunction can be issued if the following requirements in section 14 of the Trade Secrets Act are fulfilled:
the claimant proves that there is probable cause that a trade secret has been misappropriated (or misappropriation is
imminent); the claimant proves that there is reasonable cause to believe that the other party, through continued
misappropriation, will further diminish the value of the trade secret; and the claimant posts a bond usually in the form
of a bank guarantee covering the respondent’s potential damages.

If the claimant also can meet the higher evidentiary burden for a final injunction, the court can issue such in
accordance with section 12 of the Trade Secrets Act, permanently injuncting the respondent from continuing the
misappropriation.

Law stated - 30 November 2021

Damages
What rules and criteria govern the award and calculation of damages for trade-secret 
misappropriation?

The damages granted shall cover the harm incurred by the claimant through trade secret misappropriation. When
calculating damages, all relevant circumstances shall be taken into consideration, including the interest of trade-secret
holders in preventing unjustified misappropriation of the trade secret. In calculating damages, the court may look at
direct losses of the claimant as a result of the defendant’s misappropriation and/or savings or profits enjoyed by the
defendant from misappropriating the trade secrets.

Chapter 35, section 5 of the Code of Judicial Procedure provides for a supplemental rule that allows the court to
estimate the damage to a reasonable amount if full proof of misappropriation is difficult or impossible to present.

Law stated - 30 November 2021

Other civil remedies
Are any other civil remedies available for wilful trade-secret misappropriation? 

In accordance with, for instance, section 17 of the Act, courts can order products to be recalled from the market or
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have the products or documents destroyed, modified or subjected to any other measure aimed at preventing
misappropriation.

Law stated - 30 November 2021

Criminal remedies
What criminal remedies are available for trade-secret misappropriation? Under what 
circumstances will they be awarded, and what procedural issues should be considered when 
seeking them?

Under section 26 of the Trade Secrets Act, a person who intentionally and unlawfully obtains access to a trade secret
shall be sentenced for corporate espionage to a fine or imprisonment for a maximum of two years or, if the crime is
serious, to imprisonment for a minimum of six months and a maximum of six years. In assessing whether the crime is
serious, special consideration must be given to whether the act was of a particularly dangerous nature, intended for
significant value or entailed particularly tangible damage.

Under section 27 of the Trade Secret Act, a person who intentionally acquires a trade secret, with the knowledge that
the person providing it, or any person before him or her, has obtained access to it through corporate espionage can
also be sentenced for unlawful dealing in a trade secret.

Furthermore, under certain circumstances, trade secret misappropriation may also fall under the general criminal
provision of breach of trust set out in Chapter 10, section 5 of the Swedish Penal Code.

It is relevant to note that, to initiate criminal prosecution for trade secret misappropriation, a criminal complaint needs
to be filed either with the Swedish police or the Swedish Prosecution Authority.

Law stated - 30 November 2021

Administrative remedies
What administrative remedies are available for trade-secret misappropriation? Under what 
circumstances will they be awarded, and what procedural issues should be considered when 
seeking them?

As of 1 November 2021, Sweden has implemented a new act on unfair trading practices (UTP Act) in the food chain.
Said act also makes reference to the Trade Secrets Act and misappropriation thereunder. In accordance with the UTP
Act, the supervisory authority may issue administrative orders and similar to address misappropriation in relevant
cases.  

Law stated - 30 November 2021

UPDATE AND TRENDS
Key developments and future prospects
What were the key judicial, legislative, regulatory and policy developments of the past year in 
relation to the protection and enforcement of trade secrets? What are the prospects for future 
developments?

In 2020, the Department of Justice published an investigation (DS 2020:26) regarding the expanded protection of trade
secrets. The government committee proposed expanding criminal liability to include the use or disclosure of trade
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secret information of a technical nature. It is relevant to note that expansion of criminal liability has been a
controversial issue in Swedish trade secrets law where the legislator instead historically has opted for civil remedies.

Law stated - 30 November 2021
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Jurisdictions
Belgium ALTIUS

China GEN Law Firm

European Union Freshfields Bruckhaus Deringer

Germany COHAUSZ & FLORACK

Italy Studio Legale Jacobacci & Associati

Japan Anderson Mōri & Tomotsune

South Korea Bae, Kim & Lee LLC

Sweden Cirio Advokatbyrå AB

Taiwan Lee and Li Attorneys at Law

USA Milbank LLP
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